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LAB CONFIGURATION – ADVANCED SECURITY 
OPTION  
 

OVERVIEW 

 

For these lab exercises, the following infrastructure components have been started 

and are running and available for your use. 

 

• Database: Database DB04  

 

Let’s get started. 

 

1. On the desktop, navigate to the Oracle_Open_World_2010 folder, double-

click and open the contents. 

 

 
 

2. Open the Database_Security folder. 
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3. Select the folder, Advanced_Security_Option_-_ASO. 

 

 
 

4. Within the Advanced_Security_Option_-_ASO, you can access all of the Lab 

folders. You are ready move forward with the ASO labs.  Enjoy!! 
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LAB EXERCISE 00 – DATABASE - ADVANCED 
SECURITY OPTION OVERVIEW 

INTRODUCTION 

 

Oracle Advanced Security, part of Oracle's comprehensive portfolio of database 

security solutions, helps organizations comply with privacy and regulatory mandates 

such as Sarbanes-Oxley, Payment Card Industry (PCI) Data Security Standard (DSS), 

Health Insurance Portability and Accountability Act (HIPAA), as well as numerous 

breach notification laws. With Oracle Advanced Security, customers can 

transparently encrypt all application data or specific sensitive columns, such as credit 

cards, social security numbers, or personally identifiable information (PII). By 

encrypting data at rest in the database as well as whenever it leaves the database 

over the network or via backups, Oracle Advanced Security provides the most cost-

effective solution for comprehensive data protection. 

A. Lab Scenarios and Objectives 

In our fictitious company, CashBankTrust is currently evaluating encryption 

technologies within their database environment.  In addition to the identified 

challenges below, they are working towards meeting the requirements for the 

Payment Card Industry (PCI) standards.  This involves encrypting certain of the data 

at rest AND encrypting data as it passes over the network-- specifically, under 

sections 3 & 4 of the PCI requirements.  Section 3 & 4 of the PCI requirements has 

been provided below as reference. 

The Advanced Security Option (ASO) labs that you will complete will demonstrate 

solutions specifically to the identified challenges below.   

 

Product Identified Challenges 

Advanced 

Security 

Option 

Protecting Data in Transit Across Networks. Sensitive Information and Data is 

travelling over the network in clear text and is vulnerable to potential breach 

and potential exposure to global disclosure regulations  

At Rest Data Encryption.  Data at rest (on disk and backup) is vulnerable to 

potential breech and potential exposure to global disclosure regulation. 

All locations of sensitive information (i.e. Credit Card Information, PII) within 

database systems have not been fully identified and documented. 

Reduce the management and performance overhead of deploying at rest 

data encryption in production. 

Proper Management of Encryption Keys and Wallets to Ensure Data 

Protection.  Limited reporting and visibility to demonstrate that encryption 

controls are being implemented and enforced to identified sensitive data.  

Need to document and implement all key management processes and 

procedures used for encryption. 
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LAB EXERCISE 01 – PROTECTING SENSITIVE DATA – 
TABLESPACE LEVEL ENCRYPTION 
 

Identified Challenge – At Rest Data Encryption  

All locations of sensitive information (i.e. Credit Card 

Information, PII) within database systems have not 

been fully identified and documented. 

Reduce the management and performance overhead 

of deploying at rest data encryption in production. 

 

Introduction  

 

Column-level TDE has been available since Database 10g Release 2.  With Oracle 

Database 11g, new tablespaces can be defined as encrypted. Defining a tablespace 

as encrypted means the physical data files created on the operating system will be 

encrypted.  Any tables, indexes and other objects defined in the new tablespace will 

be encrypted by default with no additional storage space requirements. During data 

reads, the Oracle database will automatically decrypt data before it arrives in 

database memory (SGA). Data that is moved out of the SGA and written to the file 

system will be encrypted. TDE tablespace encryption provides optimal performance 

by enabling existing indexes and foreign keys to continue working as they were 

before encryption was turned on. Execution plans remain the same and the 

requirement to identify individual columns to encrypt is completely eliminated. 

 

Tablespace encryption in 11g is an attractive option for several reasons: 

• The identification of all relevant columns with sensitive data has been 

difficult to evaluate for protecting PII (Personally Identifiable Information) 

and complying with the numerous regulations such as PCI and HIPAA to 

protect data.   

• Less upfront analysis needs to be done to identify candidates (columns) 

for encryption.  In 11g and tablespace encryption, only entire tablespaces 

need to be identified for encryption. 

• Unlike with column-level TDE, no impact assessment needs to be made 

around columns used as indexes.   

• Transparent encryption/decryption takes place during disk I/O and not for 

every logical access to the data. This leads to improved performance. 
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Important Concepts 

 

• Master Key – The encryption key used to encrypt secondary keys used for 

column encryption and tablespace encryption. Master keys are part of the 

Oracle Advanced Security two-tier key architecture.  

• Table Key – Sometimes referred to as a Column Key, this key is used to 

encrypt one or more specific columns in a given table. Table keys were 

introduced in Oracle Database 10g Release 2. These keys are stored in the 

Oracle data dictionary, encrypted with the master key.  

• Tablespace Key – The key used to encrypt a tablespace. These keys are 

encrypted using the tablespace master key and are stored in the tablespace 

header of the encrypted tablespace, as well as, for performance reasons, 

with each table inside the encrypted tablespace.  

• Wallet – A PKCS#12 formatted file outside of the database, encrypted using 

an administratively defined password.  

• Advanced Encryption Standard (AES) – A symmetric cipher algorithm defined 

in the Federal Information Processing (FIPS) standard no. 197. AES provides 3 

approved key lengths 128, 192 and 256 bits.  

• PKCS#12 – A file format standard published by RSA, used for storing 

cryptographic keys.  
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A.  Overview   

 

In this lab exercise, you will accomplish the following: 

 

1. Create a new encrypted tablespace. 

2. Store application data in the encrypted tablespace. 

3. Review the contents on disk in the table space and encrypted 

tablespace on disk. 

 

 

B. Setup & Preparation 

 

• All scripts used in this lab exercise can be found in the directory 

/home/oracle/aso_scripts. 

 

• A directory named /home/oracle/wallet has already been created 

for you. This directory will be used to store the master encryption wallet 

file.   

 

1. In this environment and all lab folders, please notice that when you 

click on the shell icon, such as Step 1 – 

Create_11g_Encrypted_Tablespace.sh, you will be provided the 

option to either Display the script or Run in Terminal.  By displaying 

the script, this provides you the opportunity to review the scripts and 

commands that are being executed.  In addition, a spool file with 

the .out file extension will be generated in the corresponding folder.  

Click on the .out file to review the results of the .sql script being 

executed.  Make sure that you use the Run in Terminal option. 
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3. Navigate to folder, ASO – Lab Exercise 01. 

 

 
 

4. To setup the proper encrypted tablespace and tables for the exercise, 

click on the icon, Step 1 – Create_11g_Encrypted_Tablespace.sh.  

When you review the script, you will notice that we are creating the 

necessary wallet file and creating a new encrypted tablespace named 

example_11g_enc_tablespace which we will move data into.  

Oracle Database 11g supports encrypting new tablespaces only. 

 
create tablespace example_11g_enc_tablespace 
datafile ‘/u01/oracle/oradata/db06/example_11g_enc.dbf’ 
size 50m 
encryption using ‘AES192’ 
default storage(encrypt) 

 

 
 

5. Review the create_tde_wallet.out and create_enc_tablespace.out 

file for the output.  You should see that the result of creating the 

wallet and the result of ‘Tablespace created.’ 
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The following changes were added to the sqlnet.ora file: 

 
ENCRYPTION_WALLET_LOCATION= 
 (SOURCE=(METHOD=FILE)(METHOD_DATA= 
 (DIRECTORY=/home/oracle/wallet))) 

 

The /home/oracle/wallet directory has been already created 

for you on the file system.   

 

The encrypted wallet (‘ewallet.p12’) offers strong protection of the 

master key, by encrypting the wallet with the wallet password. The 

wallet is a container that is used to store authentication and signing 

credentials, including the TDE master key, PKI private keys, certificates, 

and trusted certificates needed by SSL. With TDE, wallets are used on 

the server to protect the TDE master key. 

 

6. To setup the proper unencrypted tablespaces and tables that we will 

copy into the encrypted tablespace, click on the icon, Step 2 – 

Create_Banking_Schema_No_Encrypt.sh.  When you review the 

script, you will notice that we are creating two tablespaces, 

banking01 and banking02 and sample data to be used 

throughout the exercise.   

 

 
 

7. Review the create_banking_schema.out file for the output.   
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C. Masking Sensitive Data – Tablespace Level Encryption 

 

1. The first step in this exercise will be to view the banking01.dbf file 

using KHexEdit.  Click on Step 3 – Open KHexEdit and view non-

encrypted banking01.dbf.  We are going to look at the .dbf file on disk 

before we proceed to the step of moving data into the encrypted 

tablespace. 

 

 
 

2. In KHexEdit, we will search for a value in the BANKING.CUSTOMER 

table that we know is part of the table data being stored in the 

database.  Select the Txt option in the drop-down list box, type in the 

value TEMASEK (stored in the CUSTOMER_NAME column) in the 

search entry field and click on the Find button.   

 

 
 

** Notice that you were able to see all the data written to disk. 
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3. Let’s review some of the details associated with the BANKING tables 

by querying the DBA_TABLES and DBA_TABLESPACES tables.  Click on 

the icon Step 4 – Show_Banking_Tables.sh, review and run the 

provided script.   

 

 
 

4. Review the show_banking_tables.out file for the output.  Since we’re 

reviewing the BANKING01 tablespace, there are no encrypted 

tablespaces—as expected. 
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5. We will now copy the tables from the unencrypted BANKING01 

tablespace to the encrypted tablespace we created earlier named 

example_11g_enc_tablespace.  Click on the icon Step 5 – 

Move_Tables_to_11g_Encrypted_Tablespace.sh, review and run the 

provided script.  We are using the ALTER TABLE… MOVE command 

to complete this operation in this example.  Alternatively, the 

powerful feature of Online Table Redefinition could have been used 

to allow all read and write operations during this process.   

 

 
 

6. Review the 

move_banking_tables_to_11g_encrypted_tablespace.out file for the 

output.   
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7. Let’s again review some of the details associated with the BANKING 

tables by querying the DBA_TABLES and DBA_TABLESPACES tables 

after we have moved the tables from the unencrypted tablespace to 

the encrypted tablespace.  Click on the icon Step 6 – 

Show_Banking_Tables_After_Move.sh, review and run the provided 

script.   

 

 
 

8. Review the show_banking_tables_after_move.out file for the output.    

Notice that the BANKING tables are now all showing as encrypted. 
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9. As the final step in the exercise, we will view the 

example_11g_enc.dbf file on disk using KHexEdit.  Click on Step 

7 – Open KHexEdit and example_11g_enc.dbf.  We are going to look 

at the contents of the encrypted .dbf file on disk. 

 

 
 

10. In KHexEdit   Click on Step 7 – Open KHexEdit and 

example_11g_enc.dbf.  We are going to look at the contents of the 

encrypted .dbf file on disk.  Search again for the name TEMASEK in 

the CUSTOMER_NAME field and other values.  You will notice that no 

search key (value) will be found in this encrypted file. 
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11. As a final step, we will execute some queries against the 

V$ENCRYPTED_TABLESPACES and DBA_TABLES to review some 

information regarding the encrypted tablespaces that we created in 

this lab.  Click on the icon, Step 8 – Show Encrypted Tablespaces.sh, 

review and execute. 

 

 
 

12. Open up the output file show_encrypted_tablespaces.out.  This 

output will show the description of the 

V$ENCRYPTED_TABLESPACES and the results of the queries 

executed.  These queries can be useful to monitor and validate the 

encryption controls that have been established and implemented.   

The first query provides the name (name) and the file location 

(file_name) of the encrypted tablespace and the Algorithm 

(encryptionalg) used.  The second query provides the 

tablespaces’ owner (owner), table name (table_name) and 

Algorithm (encryptionalg) used 
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D. Additional Steps 

 

1. Review the Oracle White Paper – Transparent Data Encryption Best 

Practices for further information. 

 

E. Summary 

 

1. You accomplished the following in this lab exercise: 

a. Created a new encrypted tablespace. 

b. Stored application data in the encrypted tablespace. 

c. Reviewed the contents on disk in the table space and 

encrypted tablespace on disk. 

 

2. Additional Information 

a. For more information, see: 

i. http://www.oracle.com/technology/deploy/security/d

atabase-security/transparent-data-

encryption/tde_faq.html#A15032 

ii. http://download.oracle.com/docs/cd/B19306_01/netw

ork.102/b14268/asoconfg.htm  

iii. http://www.oracle.com/technology/deploy/security/d

atabase-

security/pdf/ds_security_db_advanced_security.pdf  
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LAB EXERCISE 02 – CONFIGURING AND 
DEMONSTRATING NETWORK ENCRYPTION 
 

Identified Challenge – Protecting Data in Transit 

Across Networks 

Sensitive data is travelling over the network in clear 

text and is vulnerable to potential breach and 

potential exposure to global disclosure regulations. 

 

Introduction 

 

Oracle Advanced Security, part of Oracle's comprehensive portfolio of database 

security solutions, helps organizations comply with privacy and regulatory mandates 

such as Sarbanes-Oxley, Payment Card Industry (PCI) Data Security Standard (DSS), 

Health Insurance Portability and Accountability Act (HIPAA), as well as numerous 

breach notification laws. With Oracle Advanced Security, customers can 

transparently encrypt all application data or specific sensitive columns, such as credit 

cards, social security numbers, or personally identifiable information (PII). By 

encrypting data at rest in the database as well as whenever it leaves the database 

over the network or via backups, Oracle Advanced Security provides the most cost-

effective solution for comprehensive data protection. 

 

A. Overview  

 

In this lab exercise, you will accomplish the following: 

 

1. Configure sqlnet.ora for supporting network encryption 

2. Use tcpdump to demonstrate the before and after effect when the 

Advanced Networking Option (network encryption) is being used. 

 

In any network connection, it is possible for both the client and server to support 

more than one encryption algorithm and more than one integrity algorithm. When a 

connection is made, the server selects which algorithm to use, if any, from those 

algorithms specified in the sqlnet.ora files. 
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B. Setup & Preparation 

 

1. Navigate to the folder, ASO – Lab Exercise 02. 

 

 
 

2. All scripts used in this lab exercise can be found in the directory 

/home/oracle/aso_scripts. 

 

C. Configuring and Demonstrating Network Encryption 

 

1. Initially, our environment is not setup to use ASO network encryption.   

To set up ASO network encryption, we will need to make changes to 

the SQLNET.ORA file in the $ORACLE_HOME/network/admin directory.  

Click on the icon Step 1 – sqlnet.ora.network_enc to review the 

changes that will be added to the SQLNET.ORA to set up client side 

and server side network encryption. 

 

 
 

Each parameter is explained below.  This is all you need to do to 

implement Network Security. 

 
SQLNET.CRYPTO_CHECKSUM_SERVER = REQUIRED 
SQLNET.ENCRYPTION_SERVER = REQUIRED 

 

o To negotiate whether to turn on integrity (CHECKSUM) or 

encryption (ENCRYPTION), you can specify four possible values 

for the Oracle Advanced Security integrity and encryption 
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configuration parameters – REJECTED, ACCEPTED, REQUESTED 

or REQUIRED. The four values are listed in order of increasing 

security. The value REJECTED provides the minimum amount 

of security between client and server communications, and the 

value REQUIRED provides the maximum amount of network 

security.  In this scenario, this side of the connection specifies 

that the security service must be enabled. The connection fails 

if the other side specifies REJECTED or if there is no compatible 

algorithm supported by the other side. 

 
 Rejected  Accepted Requested Required 

Rejected  OFF OFF OFF ORA-12660 

Accepted  OFF OFF ON ON 

Requested  OFF ON ON ON 

Required  ORA-12660 ON ON ON 

 
SQLNET.CRYPTO_CHECKSUM_TYPES_SERVER = (MD5) 
 

o MD5 and SHA1 are the two integrity algorithms supported by 

Oracle ASO. 

 
SQLNET.ENCRYPTION_TYPES_SERVER = (DES40, RC4_40) 
 

o This parameter enumerates some subset of the encryption 

algorithms supported by ASO. 

 
SQLNET.CRYPTO_SEED="Between Ten and Seventy 
Random Characters" 
 

o Several seeds are used to generate a random number on the 

client and on the server. One of the seeds that can be used is a 

user-defined encryption seed. It can be 10 to 70 characters in 

length and changed at any time.  The longer the string, the 

more secure the environment. 

o Any client connecting to this server would need to have 

parallel settings in their local sqlnet.ora file.  Otherwise their 

connections will be rejected. 

o This change will take effect for all new connections to the 

database, since the parameters within sqlnet.ora are read 

during the establishment of every Oracle Net session. Note 

that existing connections i.e. those in place prior to the 

changes made to the sqlnet.ora files, will remain un-affected 

by these encryption settings. This would have implications for 

how organizations would enforce these new settings in a 

Production environment across, for example, an application 

server farm, where the use of pooled database connections 

implies the need to force re-connects from the mid-tier in 

order to pick up the new settings. In a 24x7 environment, this 
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might be achieved via the use of ONS (Oracle Notification 

Service) to denote all such pooled connections as stale, thus 

forcing new connections to be established. 

 

2. To demonstrate that traffic is being encrypted over the network, we 

will be using the TCPDUMP utility as a sniffer-like device attached to 

the network.  We will first view the data over the network before 

turning on network encryption and then view the network data after 

turning on network encryption.  We will be monitoring network traffic 

on the Loopback (lo) port.  Click on the icon Step 2 – Start TCP Dump 

to open up a terminal window.   

 

 
 

3. Login in a root by typing the command ‘su -‘ providing the provided 

password and then executing the script tcpdump.sh This shell 

script runs the command /usr/sbin/tcpdump -Xs 1518 -i 

lo port 1521.  This will allow you to see the network traffic on 

adapter lo from tcp port 1521.  

 
[oracle@dbsecurity ~]$ su – 
Password: <enter password> 
 
-bash-3.1# /usr/sbin/tcpdump -Xs 1518 -i lo port 1521 

--or— 
-bash-3.1# . tcpdump.sh 
tcpdump: verbose output suppressed, use -v or -vv for full protocol 
decode 
listening on lo, link-type EN10MB (Ethernet), capture size 1518 bytes 
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4. Click on the icon Step2b – Query the Database.  In the opened 

window, set the alias to db01, connect to SQL Plus as 

banking/oracle1@db06. Query the table BANKING.CUSTOMER. 

 

 
 
[oracle@dbsecurity ~]$ db04 
ORACLE_SID=db04 
ORACLE_HOSTNAME=dbsecurity.oracle.com 
ORACLE_BASE=/u01/oracle 
ORACLE_HOME=/u01/oracle/product/11.2.0/dbhome_1 
OH=/u01/oracle/product/11.2.0/dbhome_1 
oracle@dbsecurity.oracle.com:[/home/oracle]:DB04 
$ sqlplus banking/oracle1@db04 
 
SQL*Plus: Release 11.2.0.1.0 - Production on Wed June 9 03:28:34 2010 
 
Copyright (c) 1982, 2009, Oracle.  All rights reserved. 
 
 
Connected to: 
Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 - Production 
With the Partitioning, Oracle Label Security, OLAP, Data Mining, 
Oracle Database Vault and Real Application Testing options 
 
SQL> select * from banking.customer; 
 
CUSTOMER_ID CUSTOMER_NAME                  CUS CUSTOMER_CITY        CU 
----------- ------------------------------ --- -------------------- -- 
        101 HERTZ CORPORATION              LO  BERLIN               DE 
        102 SUNGARD DATA SYSTEMS           GL  NEW YORK             US 
        103 TEMASEK HOLDINGS               GL  SINGAPORE            SG 
        104 NORDIC TELEPHONE               GL  STOCKHOLM            SE 
        105 ORACLE CORPORATION             GL  REDWOOD SHORES       US 
        106 QWEST COMMUNICATIONS           GL  DENVER               US 
        107 OLD MUTUAL PRC                 GL  LONDON               UK 
        108 FRESENIUS MED CARE             GL  LONDON               UK 
        109 EMI GERMANY CORPORATION        LO  FRANKFURT            DE 
        110 DAIMLER                        GL  STUTTGART            DE 
 
10 rows selected. 

 

5. Watch the window spooling the network traffic.  Observe the 

unencrypted data for BANKING.CUSTOMER being passed across the 

network.  If it passes too quickly, type the ‘/’ command in SQLPlus to 

repeat the last query.  Your output will look something similar to the 

following data.  Leave this window open.  You will use this in a 

following step shortly. 
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14:54:48.913450 IP dbsecurity.oracle.com.32800 > dbsecurity.oracle.com.1521: . 
ack 4556 win 1134 <nop,nop,timestamp 505241 505201>        0x0050:  0000 0000 
0000 0000 0000 0000 0000 0000  ................ 
        0x0060:  072b 2c01 0503 c202 0314 5355 4e47 4152  .+,.......SUNGAR 
        0x0070:  4420 4441 5441 2053 5953 5445 4d53 0247  D.DATA.SYSTEMS.G 
        0x0080:  4c08 4e45 5720 594f 524b 0255 5307 282c  L.NEW.YORK.US.(, 
        0x0090:  0105 03c2 0204 1054 454d 4153 454b 2048  .......TEMASEK.H 
        0x00a0:  4f4c 4449 4e47 5302 474c 0953 494e 4741  OLDINGS.GL.SINGA 
        0x00b0:  504f 5245 0253 4707 282c 0105 03c2 0205  PORE.SG.(,...... 
        0x00c0:  104e 4f52 4449 4320 5445 4c45 5048 4f4e  .NORDIC.TELEPHON 
        0x00d0:  4502 474c 0953 544f 434b 484f 4c4d 0253  E.GL.STOCKHOLM.S 
        0x00e0:  4507 2f2c 0105 03c2 0206 124f 5241 434c  E./,.......ORACL 
        0x00f0:  4520 434f 5250 4f52 4154 494f 4e02 474c  E.CORPORATION.GL 
        0x0100:  0e52 4544 574f 4f44 2053 484f 5245 5302  .REDWOOD.SHORES. 
        0x0110:  5553 0729 2c01 0503 c202 0714 5157 4553  US.),.......QWES 
        0x0120:  5420 434f 4d4d 554e 4943 4154 494f 4e53  T.COMMUNICATIONS 
        0x0130:  0247 4c06 4445 4e56 4552 0255 5307 232c  .GL.DENVER.US.#, 
        0x0140:  0105 03c2 0208 0e4f 4c44 204d 5554 5541  .......OLD.MUTUA 
        0x0150:  4c20 5052 4302 474c 064c 4f4e 444f 4e02  L.PRC.GL.LONDON. 
        0x0160:  554b 0727 2c01 0503 c202 0912 4652 4553  UK.',.......FRES 
        0x0170:  454e 4955 5320 4d45 4420 4341 5245 0247  ENIUS.MED.CARE.G 
        0x0180:  4c06 4c4f 4e44 4f4e 0255 4b07 2f2c 0105  L.LONDON.UK./,.. 
        0x0190:  03c2 020a 1745 4d49 2047 4552 4d41 4e59  .....EMI.GERMANY 
        0x01a0:  2043 4f52 504f 5241 5449 4f4e 024c 4f09  .CORPORATION.LO. 
        0x01b0:  4652 414e 4b46 5552 5402 4445 071f 2c01  FRANKFURT.DE..,. 
        0x01c0:  0503 c202 0b07 4441 494d 4c45 5202 474c  ......DAIMLER.GL 
        0x01d0:  0953 5455 5454 4741 5254 0244 4504 0100  .STUTTGART.DE... 

 

6. Our next step will enable network encryption.  We will use the pre-

configured file that you previously reviewed in an earlier step.  Click 

on the icon Step 3 – Turn On Network Encryption.sh to Run in 

Terminal.  This script copies the file sqlnet.ora.network_enc 

to $ORACLE_HOME/network/admin and renames the file as 
sqlnet.ora 

 

 
 

7. Go back to the window you opened in Step 2b and exit out of SQLPlus.  

We will start a new SQLPlus session, establishing an encrypted 

network session between SQLPlus and the database server and repeat 

the same query.  

 
[oracle@dbsecurity ~]$ db04 
ORACLE_SID=db04 
ORACLE_HOSTNAME=dbsecurity.oracle.com 
ORACLE_BASE=/u01/oracle 
ORACLE_HOME=/u01/oracle/product/11.2.0/dbhome_1 
OH=/u01/oracle/product/11.2.0/dbhome_1 
oracle@dbsecurity.oracle.com:[/home/oracle]:DB04 
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$ sqlplus banking/oracle1@db06 
 
SQL*Plus: Release 11.2.0.1.0 - Production on Wed June 9 03:28:34 2010 
 
Copyright (c) 1982, 2009, Oracle.  All rights reserved. 
 
 
Connected to: 
Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 - Production 
With the Partitioning, Oracle Label Security, OLAP, Data Mining, 
Oracle Database Vault and Real Application Testing options 
 
SQL> select * from banking.customer; 

 

8. This time, observe that the query data is now being passed across the 

network in encrypted form. Here is some of the sample output.  Enter 

CTRL-C to exit out of tcpdump when finished.  Again, if the data 

passes too quickly, type the ‘/’ command in SQLPlus to repeat the last 

query.   
 
14:54:48.913450 IP dbsecurity.oracle.com.32800 > dbsecurity.oracle.com.1521: . 
ack 4556 win 1134 <nop,nop,timestamp 505241 505201> 
        0x0030:  00fc 90b6 023c 0000 0600 0000 0000 de8a  .....<.......... 
        0x0040:  94d5 88b4 3865 28f5 fb19 853b 4da4 5082  ....8e(....;M.P. 
        0x0050:  bbe9 359a 9605 cc91 7ea6 d891 9163 63db  ..5.....~....cc. 
        0x0060:  4582 2aed 2757 5c21 78ed b206 f1f7 1ed3  E.*.'W\!x....... 
        0x0070:  ff49 9dd0 808e 8501 b8f0 ffad 8804 43d4  .I............C. 
        0x0080:  60c0 8edb f105 21c3 b589 5e6c 7944 4dd9  `.....!...^lyDM. 
        0x0090:  5d6f 89d6 e4e1 51d0 c1be 3285 f506 797b  ]o....Q...2...y{ 
        0x00a0:  a9bb 3ee2 ab8b 7897 779e 3e4e 5ea5 c6fa  ..>...x.w.>N^... 
        0x00b0:  933d 309e df48 0e68 2296 cd07 744d efe1  .=0..H.h"...tM.. 
        0x00c0:  37cf 115e 894b 0755 fb57 3da8 c0db 0d94  7..^.K.U.W=..... 
        0x00d0:  3da3 c5f3 2537 3e9b d79d 51b4 8971 baaf  =...%7>...Q..q.. 
        0x00e0:  4676 ee56 b6f3 5bcf e231 ce60 0530 7760  Fv.V..[..1.`.0w` 
        0x00f0:  f511 a39d b470 08d2 1123 5026 3ebd c82e  .....p...#P&>... 
        0x0100:  d97a 8eb8 63b9 9be6 6a7f 1a0d 87f7 3474  .z..c...j.....4t 
        0x0110:  5ba3 8e25 fff9 b829 012c b15b 8b53 4536  [..%...).,.[.SE6 
        0x0120:  7515 e468 62b2 b9c7 b18a a9a6 0faf 46cf  u..hb.........F. 
        0x0130:  c211 6185 5bfa 223a 2daf 3beb 4b19 c343  ..a.[.":-.;.K..C 
        0x0140:  226d a9c3 d216 0158 c6d3 a655 e736 430f  "m.....X...U.6C. 
        0x0150:  cb96 1b1d 1e56 ca92 d296 5e4b 264c 0c39  .....V....^K&L.9 
        0x0160:  444a 3743 b9ff 3107 a009 e2a0 1dea 33c7  DJ7C..1.......3. 
        0x0170:  3200 a9b7 155e 4f29 9ef5 941b 9b84 9c4a  2....^O).......J 
        0x0180:  4a90 6c7a ff3c 8efb 523d cd00 b871 5dd6  J.lz.<..R=...q]. 
        0x0190:  5ca2 8d1f 190e 0262 8e4e 4e52 a0ab cba4  \......b.NNR.... 
        0x01a0:  dfd9 a20c a59c 7ba1 f82a 0c88 4c8b ebe6  ......{..*..L... 
        0x01b0:  94f6 c71a 593a cc35 be39 8714 324a 12f5  ....Y:.5.9..2J.. 
        0x01c0:  40aa 1d66 50c8 474d 7a8d 1ff0 bd44 218b  @..fP.GMz....D!. 
        0x01d0:  fd60 cab3 e551 6763 ae56 583b 0215 d14e  .`...Qgc.VX;...N 
        0x01e0:  25d5 6583 1a4a d6cc 578f 57cf cc16 e7fa  %.e..J..W.W..... 
        0x01f0:  cd52 f794 1d8d 5449 2724 0e7a 27d0 3178  .R....TI'$.z'.1x 
        0x0200:  6a14 12a2 f461 f561 fa83 9604 8838 39eb  j....a.a.....89. 
        0x0210:  bb25 fad3 c61d 52d3 d6ef d790 65e2 9ed2  .%....R.....e... 
        0x0220:  0fe0 1279 6db6 63bd 71c9 7aa2 222d 7634  ...ym.c.q.z."-v4 
        0x0230:  cf41 9b1b 8c5c 5bb0 10b0 988d ce22 63e2  .A...\[......"c. 
        0x0240:  51d8 ef3a dff9 d5db ebcd 1401 0339 c951  Q..:.........9.Q 
        0x0250:  1c4a 72d7 46b0 6774 85ee ff0d b9c6 8ebc  .Jr.F.gt........ 
        0x0260:  c17a a4eb 160d 4f74 fe13 6115 6aef 0801  .z....Ot..a.j... 
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9. If you want to repeat the steps to turn off network encryption and see 

the unencrypted data again, click on the icon named Step 3b – Turn 

Off Network Encryption.sh.  This sets the SQLNET.ORA file to its 

original state.  Remember that you need to log out of SQLPlus and re-

login to SQLPlus for the changes to take effect. 

 

 
 

 

D. Additional Steps 

 

1. As an additional step when running TCPDUMP, you can set the –w flag 

to capture the data to file.  Here is an example.  Alternatively, you can 

edit the provided tcpdump.sh file and uncomment/comment the 

appropriate commands you wish to use. 

i. /usr/sbin/tcpdump -Xs 1518 -i lo port 1521 
-w /home/oracle/aso_scripts/tcpdump-aso-
lab1.out 

 

E. Summary 

 

1. You accomplished the following in this lab exercise: 

i. Configured sqlnet.ora for supporting network encryption 

ii. Used tcpdump to demonstrate the before and after effect 

when the Advanced Networking Option (network encryption) 

is being used. 

 

2. Additional Information 

i. For more information, see: 

1. http://www.oracle.com/technology/deploy/security/datab

ase-security/transparent-data-

encryption/tde_faq.html#A15032 
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LAB EXERCISE 03 – PROTECTING SENSITIVE DATA 
AND OPTIMIZING STORAGE WITH ADVANCED 
COMPRESSION ON DISK & BACKUPS (OPTIONAL) 
 

 

Identified Challenge –  

Data at rest (on disk and backup) is vulnerable to 

potential breach and potential exposure to global 

disclosure regulation and must be encrypted. 

Optimize the utilization of costly resources including 

storage and backup infrastructure while not 

compromising the ability to encrypt data.  

 

Introduction  

 

In the previous lab exercises, we have demonstrated the ability to protect sensitive 

data over the network by using Network Encryption and protecting sensitive data at 

rest (on disk) by using both column-based encryption (10g) and tablespace 

encryption (11g).   One very important consideration that should not be overlooked 

is ensuring the same levels of protection, to protect sensitive information by means 

of encryption, goes beyond just network and disk to include backups of portions or 

the entire contents of the database.   

 

In addition, with the continued storage growth and associated disk costs of database 

systems, combined with the need to protect sensitive information by using 

encryption, organizations must also be able to take advantage of compression 

technologies and use these technologies in combination-- transparently and without 

additional overhead. 

 

As stated earlier, in Oracle Database 11g, new tablespaces can be defined as 

encrypted. Defining a tablespace as encrypted means the physical data files created 

on the operating system will be encrypted.  Any tables, indexes and other objects 

defined in the new tablespace will be encrypted by default with no additional 

storage space requirements.  
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Additionally, Oracle Database 11g Advanced Compression Option introduces a 

comprehensive set of compression capabilities to help maximize resource utilization 

and reduce costs. It allows IT administrators to significantly reduce their overall 

database storage footprint by enabling compression for all types of data – be it 

relational (table), unstructured (file), or backup data.  

 

Both Oracle Database 11g Tablespace Encryption and Advanced Compression can be 

used in together to achieve two important priorities within IT—protecting sensitive 

information by using encryption and reducing growing storage costs. 

 

Oracle Data Pump was a new feature introduced in Oracle Database 10g that 

provides high speed, parallel, bulk data and metadata movement of Oracle database 

contents. Export (expdp) and Import (impdp) clients use the public interface PL/SQL 

package, DBMS_DATAPUMP available.   In the 11g version of Data Pump, you now 

have the option of encrypting and compressing data. 

 

A complete high availability and disaster recovery strategy requires dependable data 

backup, restore, and recovery procedures. Oracle Recovery Manager (RMAN) 

provides a comprehensive foundation for efficiently backing up and recovering the 

Oracle database. It is designed to work intimately with the server, providing block-

level corruption detection during backup and restore. RMAN optimizes performance 

and space consumption during backup with file multiplexing and backup set 

compression, and integrates with Oracle Secure Backup, as well as third party media 

management products, for tape backup.  Both encryption from the Advanced 

Security Option and compression from the Advanced Compression option can be 

used in Data Pump and RMAN together.  
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A. Overview  

 

Organizations are faced with the challenges of encrypting data at rest and trying to 

optimize the utilization of costly resources including storage infrastructure.   

 

This lab demonstrates the process of both compressing and encrypting data on disk 

and on backups.  You will see the operations to implement Advanced Compression 

and to implement tablespace encryption are similar in nature and can be used in 

combination. 

 

This lab provides examples to understand each of the processes and how they can be 

combined together.   

 

To move data into an encrypted tablespace (thus encrypting the data), the following 

steps take place. 

1. Create encrypted tablespace. 

2. Migrate (copy) the tables from the unencrypted tablespace to encrypted 

tablespace 

a. Use the ALTER TABLE… MOVE command to move the table into 

the encrypted tablespace  

 

To implement Advanced Compression, the following steps can be used. 

1. Use the ALTER TABLE… COMPRESS command (Muti-state compression 

affecting  data only after the alter command has taken place.) 

2. Alternatively, create compressed table in encrypted/unencrypted tablespace 

as CTAS from un-compressed table by specifying the use of compression 

during the CREATE TABLE… COMPRESS FOR ALL OPERATIONS 
 

To implement encryption and Advanced Compression, the following steps can be 

used. 

1. Create compressed tablespace in encrypted tablespace as CTAS from un-

compressed table by specifying the use of compression during the CREATE 
TABLE… COMPRESS FOR ALL OPERATIONS 

2. Alternatively, create encrypted and compressed tablespace CREATE 
TABLESPACE… DEFAULT COMPRESS FOR ALL OPERATIONS 
storage (ENCRYPT) 

 

To implement encrypted and compressed Data Pump exports. 

1. Specify the ENCRYPTION and COMPRESSION option in the expdp utility.  
ENCRYPTION=ALL COMPRESSION=ALL 

 

To implement encrypted and compressed RMAN backups. 

1. Specify the ENCRYPTION and COMPRESSION option in the RMAN script by 

using set encryption on; and backup as COMPRESSED 
BACKUPSET 

 

  



 

 

-30-

During this lab you will: 

 

1. Demonstrate the usage and expected characteristics of combining 

Tablespace Encryption within the Advanced Security Option and Advanced 

Compression.   

2. Encrypt Data Pump archives using encryption from the Advanced Security 

Option to further protect information in created archives. 

3. Encrypt RMAN using encryption from the Advanced Security Option to 

further protect information in created backups. 

 

B. Setup & Preparation 

 

• All scripts used in this lab exercise can be found in the directory 

/home/oracle/ac_scripts. 

 

• A directory named /home/oracle/wallet has already been created 

for you. This directory will be used to store the master encryption wallet 

file.  If there is already a ewallet.p12 file, do not delete this file. 

 

1. You should have already completed AC Lab Config 00 before using 

this lab. 

 

2. Navigate to the folder, ASO – Lab Exercise 03 (Optional). 
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C. Protecting Sensitive Data and Optimizing Storage With Advanced Compression 

on Disk & Backups 

 

Combining Encryption and Advanced Compression 

 

This portion demonstrates the ability to leverage both capabilities of 

Advanced Security Option – Tablespace Encryption and Advanced 

Compression.  You will see the operations to implement tablespace 

encryption and to implement Advanced Compression can be used in 

combination rather easily and could save downtime by combining the steps 

into one implementation cycle compared to implementing these 

independently. 

 

1. Click on the folder 1 – Encrypt and Compress.   

 

 
 

2. Click on the icon, Step 1a – Perform Necessary Encryption Wallet 

Operations.sh.  In this script we are modifying the SQLNET.ORA file to 

specify the wallet location, creating an encryption wallet to be used (if 

necessary), and opening the wallet. 
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3. Click on the icon, Step_1a_–

_Perform_Necessary_Encryption_Wallet_Operation.out file in the 

folder to review the output of the previously executed script.   

 

 
 

4. Click on the icon, Step 1b – 

Create_11g_Tablespaces_And_Data_For_Comparison.sh.  In this 

step, we are creating a number of tablespaces, using a combination of 

no encryption/compression, encryption only, compression only and 

encryption and compression for comparison purposes.    

 

 
 

5. Click on the icon, Step_1b–

Create_Tablespaces_And_Data_For_Comparisons.out file in the 

folder to review the output of the previously executed script.  

 

 
 
 

SQL> 
SQL> drop tablespace ex_11g_ts including contents and datafiles; 
 
Tablespace dropped. 
 
SQL> create tablespace ex_11g_ts 
  2  datafile '/u01/oracle/oradata/db04/ex_11g_ts.dbf' 
  3  size 100m 
  4  / 
 
Tablespace created. 
 
SQL> 
SQL> drop tablespace ex_11g_enc_ts including contents and datafiles; 
 
Tablespace dropped. 
 
SQL> create tablespace ex_11g_enc_ts 
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  2  datafile '/u01/oracle/oradata/db04/ex_11g_enc_ts.dbf' 
  3  size 100m 
  4  encryption using 'AES256' 
  5  default storage(encrypt) 
  6  / 
 
Tablespace created. 
 
SQL> 
SQL> drop tablespace ex_11g_comp_ts including contents and datafiles; 
 
Tablespace dropped. 
 
SQL> create tablespace ex_11g_comp_ts 
  2  datafile '/u01/oracle/oradata/db04/ex_11g_comp_ts.dbf' 
  3  size 100m 
  4  default COMPRESS FOR ALL OPERATIONS 
  5  / 
 
Tablespace created. 
 
SQL> 
SQL> drop tablespace ex_11g_enc_comp_ts including contents and datafiles; 
 
Tablespace dropped. 
 
SQL> create tablespace ex_11g_enc_comp_ts 
  2  datafile '/u01/oracle/oradata/db04/ex_11g_enc_comp_ts.dbf' 
  3  size 100m 
  4  encryption using 'AES256' 
  5  default COMPRESS FOR ALL OPERATIONS storage(encrypt) 
  6  / 
 
Tablespace created. 
 
SQL> 
SQL> drop user sales1 cascade; 
 
User dropped. 
 
SQL> drop user sales2 cascade; 
 
User dropped. 
 
SQL> drop user sales3 cascade; 
 
User dropped. 
 
SQL> drop user sales4 cascade; 
 
User dropped. 
 
SQL> 
SQL> create user sales1 identified by oracle1 default tablespace ex_11g_ts; 
 
User created. 
 
SQL> create user sales2 identified by oracle1 default tablespace ex_11g_enc_ts; 
 
User created. 
 
SQL> create user sales3 identified by oracle1 default tablespace ex_11g_comp_ts; 
 
User created. 
 
SQL> create user sales4 identified by oracle1 default tablespace 
ex_11g_enc_comp_ts; 
 
User created. 
 
SQL> 
SQL> grant dba to sales1; 
 
Grant succeeded. 
 
SQL> grant dba to sales2; 
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Grant succeeded. 
 
SQL> grant dba to sales3; 
 
Grant succeeded. 
 
SQL> grant dba to sales4; 
 
Grant succeeded. 
 
SQL> 
SQL> conn sales1/oracle1 
Connected. 
SQL> create table sales as select * from sh.sales; 
 
Table created. 
 
SQL> 
SQL> conn sales2/oracle1 
Connected. 
SQL> create table sales as select * from sh.sales; 
 
Table created. 
 
SQL> 
SQL> conn sales3/oracle1 
Connected. 
SQL> create table sales as select * from sh.sales; 
 
Table created. 
 
SQL> 
SQL> conn sales4/oracle1 
Connected. 
SQL> create table sales as select * from sh.sales; 
 
Table created. 
 
SQL> 
SQL> set echo off 
SQL> 
SQL> exit; 

 

6. Click on the icon, Step 1c – Show and Compare Tablespaces.sh.  In 

this step, we will execute a number of queries to view and compare 

the different tablespace combinations created in the earlier step. 
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7. Click on the icon, Step_1c–Show_and_compare_tablespaces.out file 

in the folder to review the output of the previously executed script.   

There a number of useful queries to view the configuration and status 

of these tablespaces.  One important fact that needs to be pointed 

out are the results from the last 3 queries.  You will see that 

encryption vs. no encryption has no additional storage overhead or 

impact when using either compressed or non-compressed tablespaces.   

 

 
 

SQL> desc v$encrypted_tablespaces; 
 Name                                      Null?    Type 
 ----------------------------------------- -------- ---------------------------

- 
 TS#                                                NUMBER 
 ENCRYPTIONALG                                      VARCHAR2(7) 
 ENCRYPTEDTS                                        VARCHAR2(3) 
 
SQL> 
SQL> select t.name "TSName", e.encryptionalg "Algorithm", d.file_name "File 

Name" 
  2  FROM v$tablespace t, v$encrypted_tablespaces e, dba_data_files d 
  3  WHERE t.ts# = e.ts# and t.name = d.tablespace_name; 
 
TSName                         Algorit 
------------------------------ ------- 
File Name 
-------------------------------------------------------------------------------

- 
EXAMPLE_11G_ENC_TABLESPACE     AES192 
/u01/oracle/oradata/db04/example_11g_enc.dbf 
 
EX_11G_ENC_TS                  AES256 
/u01/oracle/oradata/db04/ex_11g_enc_ts.dbf 
 
EX_11G_ENC_COMP_TS             AES256 
/u01/oracle/oradata/db04/ex_11g_enc_comp_ts.dbf 
 
 
SQL> 
SQL> select a.owner "Owner", a.table_name "Table Name", e.encryptionalg 

"Algorithm" 
  2  FROM dba_tables a, v$encrypted_tablespaces e 
  3  WHERE a.tablespace_name in (select t.name from v$tablespace t, 
  4  v$encrypted_tablespaces e where t.ts# = e.ts#); 
 
Owner                          Table Name                     Algorit 
------------------------------ ------------------------------ ------- 
SALES2                         SALES                          AES256 
SALES4                         SALES                          AES256 
BANKING                        CUSTOMER                       AES256 
BANKING                        ACCOUNT                        AES256 
BANKING                        ACCOUNT_BALANCE                AES256 
SALES2                         SALES                          AES256 
SALES4                         SALES                          AES256 
BANKING                        CUSTOMER                       AES256 
BANKING                        ACCOUNT                        AES256 
BANKING                        ACCOUNT_BALANCE                AES256 
SALES2                         SALES                          AES192 
 
Owner                          Table Name                     Algorit 
------------------------------ ------------------------------ ------- 
SALES4                         SALES                          AES192 
BANKING                        CUSTOMER                       AES192 
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BANKING                        ACCOUNT                        AES192 
BANKING                        ACCOUNT_BALANCE                AES192 
 
15 rows selected. 
 
SQL> 
SQL> 
SQL> 
SQL> connect / as sysdba 
Connected. 
SQL> 
SQL> column TABLE format a20 
SQL> column TABLESPACE format a30 
SQL> column OWNER format a10 
SQL> column ENC format a5 
SQL> 
SQL> select substr(a.table_name,1,28) "TABLE",substr(b.tablespace_name,1,30) 

"TABLESPACE", 
  2  substr(a.owner,1,10) "OWNER", 
  3  b.encrypted "ENC?" 
  4  from dba_tables a, dba_tablespaces b 
  5  where a.tablespace_name=b.tablespace_name 
  6  and owner in ('SALES1','SALES2','SALES3','SALES4') 
  7  order by 3,1,2 
  8  / 
 
TABLE                TABLESPACE                     OWNER      ENC 
-------------------- ------------------------------ ---------- --- 
SALES                EX_11G_TS                      SALES1     NO 
SALES                EX_11G_ENC_TS                  SALES2     YES 
SALES                EX_11G_COMP_TS                 SALES3     NO 
SALES                EX_11G_ENC_COMP_TS             SALES4     YES 
 
SQL> 
SQL> set echo on 
SQL> column compress_for format a30 
SQL> column tablespace_name format a30 
SQL> select tablespace_name,compress_for from user_tablespaces where 

tablespace_name like '%EX_11G%'; 
 
TABLESPACE_NAME                COMPRESS_FOR 
------------------------------ ------------------------------ 
EX_11G_TS 
EX_11G_ENC_TS 
EX_11G_COMP_TS                 OLTP 
EX_11G_ENC_COMP_TS             OLTP 
 
SQL> 
SQL> set linesize 200 
SQL> column segment_name format a30 
SQL> select segment_name, owner, blocks, bytes 
  2  from dba_segments 
  3  where segment_name in ('SALES') 
  4  and owner in ('SALES1','SALES2','SALES3','SALES4') order by owner; 
 
SEGMENT_NAME                   OWNER          BLOCKS      BYTES                                                                                                 
------------------------------ ---------- ---------- ----------                                                                                                 
SALES                          SALES1           4608   37748736                                                                                             
SALES                          SALES2           4608   37748736                                     
SALES                          SALES3           1792   14680064                                                              
SALES                          SALES4           1792   14680064                                                                                                
 
SQL> set echo off; 
SQL> 
SQL> exit; 
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8. Click on the icon, Step 1d – Clean Up and Close Wallet.sh.  In this 

step, we are closing the wallet as a housekeeping step for the next 

exercise. 

 

 
 

 

Encrypting Data Pump Archives 

 

In the 11g version of Data Pump, you now have the option of encrypting and 

compressing data.  This section of the lab will demonstrate encryption and 

compression of Data Pump Archives and how the encryption of these 

archives will protect sensitive information. 

 

9. Click on the folder 2 – Encrypt Data Pump Archives.   
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10. Click on the icon, Step 2a – Open Wallet to Perform Data Pump 

Archive.sh.  In this step, we are opening the encryption wallet and 

creating an export directory necessary for Data Pump and the expdp 

utility.     

 

 
 

11. Click on the icon, Step_2a–

Open_Wallet_in_preparation_for_Data_Pump.out file in the folder 

to review the output of the previously executed script.  Notice that. 

 

 
 

SQL> alter system set encryption wallet open identified by "abcdefg12#"; 
 
System altered. 
 
SQL> create directory exp_dir as '/u01/oracle/DATAPUMP_exports/'; 
 
Directory created. 
 
SQL> set echo off 
SQL> exit; 
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12. Click on the icon, Step 2b – Perform Encrypted Export using Data 

Pump – AC.sh.  In this step, we will be exporting the SALES1.SALES 

table and using both compression and encryption. 

 
expdp system/oracle1 TABLES=SALES1.SALES 
DIRECTORY=exp_dir 
DUMPFILE=sales_table_export_with_encryption.dmp 
LOGFILE=sales_table_export_encryption.log 
ENCRYPTION=ALL COMPRESSION=ALL 

 

 
 

13. Click on the icon, Step 2c – Review Data Pump Log File in the folder to 

review the Data Pump Log File located in the 

/u01/oracle/DATAPUMP_EXPORTS/sales_table_export_encryption.l

og 

 

 
 

;;; 
Export: Release 11.2.0.1.0 - Production on Tue Jul 6 18:33:18 2010 
 
Copyright (c) 1982, 2009, Oracle and/or its affiliates.  All rights reserved. 
;;; 
Connected to: Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 - 

Production 
With the Partitioning, Oracle Label Security, OLAP, Data Mining, 
Oracle Database Vault and Real Application Testing options 
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Starting "SYSTEM"."SYS_EXPORT_TABLE_01":  system/******** TABLES=SALES1.SALES 
DIRECTORY=exp_dir DUMPFILE=sales_table_export_with_encryption.dmp 
LOGFILE=sales_table_export_encryption.log ENCRYPTION=ALL COMPRESSION=ALL 

Estimate in progress using BLOCKS method... 
Processing object type TABLE_EXPORT/TABLE/TABLE_DATA 
Total estimation using BLOCKS method: 36 MB 
Processing object type TABLE_EXPORT/TABLE/TABLE 
. . exported "SALES1"."SALES"                            2.586 MB  918843 rows 
Master table "SYSTEM"."SYS_EXPORT_TABLE_01" successfully loaded/unloaded 
****************************************************************************** 
Dump file set for SYSTEM.SYS_EXPORT_TABLE_01 is: 
  /u01/oracle/DATAPUMP_exports/sales_table_export_with_encryption.dmp 
Job "SYSTEM"."SYS_EXPORT_TABLE_01" successfully completed at 18:33:27 
 

14. Now that the Data Pump export has completed successfully, click on 

the icon, Step 2d – Drop_SALES1.SALES_Table_and_Close_Wallet.sh.  

In this step, we need to prepare the environment for the import and 

close the wallet. 

 

 
 

15. Click on the icon, Step 2e – Attempt to Perform Encrypted Import 

using Data Pump – AC.sh.  In this step, we are attempting to import 

the archive created in the previous step. 

  
impdp system/oracle1 TABLES=sales1.sales 
DIRECTORY=exp_dir 
DUMPFILE=sales_table_export_with_encryption.dmp 
LOGFILE=sales_table_import_with_encryption.log 
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16. Click on the icon, Step 2f – Review Data Pump Log File in the folder to 

review the Data Pump Log File located in the 

/u01/oracle/DATAPUMP_EXPORTS/sales_table_import_with_encry

ption.log.  You will notice in the log that while attempting the import 

without the proper encryption wallet used to encrypt the export and 

that the matching encryption wallet open, the process will raise an 

error and fail.  We wanted to illustrate that if an encrypted export 

(.dmp) file found itself in the wrong hands, without the proper 

encryption wallet, the contents of that .dmp file are rendered 

useless—protecting the sensitive information inside the .dmp file. 

 

 
 

;;; 
Import: Release 11.2.0.1.0 - Production on Tue Jul 6 18:40:15 2010 
 
Copyright (c) 1982, 2009, Oracle and/or its affiliates.  All rights reserved. 
;;; 
Connected to: Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 - 
Production 
With the Partitioning, Oracle Label Security, OLAP, Data Mining, 
Oracle Database Vault and Real Application Testing options 
ORA-39189: unable to decrypt dump file set 
ORA-28365: wallet is not open 

 

17. Click on the icon, Step 2g – Open Wallet to Perform Data Pump 

Import.  In this step, we are opening the proper encryption wallet. 
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18. Click on the icon, Step 2h – Perform Encrypted Import using Data 

Pump – AC.sh.  In this step, we are again executing the import with 

the important difference that the proper encryption wallet is open. 

 

 
 

19. Click on the icon, Step 2i – Review Data Pump Log File in the folder to 

review the Data Pump Log File located in the 

/u01/oracle/DATAPUMP_EXPORTS/sales_table_import_encryption_

after_opening_wallet.log 

 

 
 

;;; 
Import: Release 11.2.0.1.0 - Production on Tue Jul 6 18:50:10 2010 
 
Copyright (c) 1982, 2009, Oracle and/or its affiliates.  All rights reserved. 
;;; 
Connected to: Oracle Database 11g Enterprise Edition Release 11.2.0.1.0 - 
Production 
With the Partitioning, Oracle Label Security, OLAP, Data Mining, 
Oracle Database Vault and Real Application Testing options 
Master table "SYSTEM"."SYS_IMPORT_TABLE_01" successfully loaded/unloaded 
Starting "SYSTEM"."SYS_IMPORT_TABLE_01":  system/******** TABLES=sales1.sales 
DIRECTORY=exp_dir DUMPFILE=sales_table_export_with_encryption.dmp 
LOGFILE=sales_table_import_encryption_after_opening_wallet.log 
Processing object type TABLE_EXPORT/TABLE/TABLE 
Processing object type TABLE_EXPORT/TABLE/TABLE_DATA 
. . imported "SALES1"."SALES"                            2.586 MB  918843 rows 
Job "SYSTEM"."SYS_IMPORT_TABLE_01" successfully completed at 18:50:19 
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20. After the successful import of the SALES1.SALES table, Click on the 

icon, Step 2j – Query Restored Table and Close Wallet.sh.  In this 

step,  we will query the restored table and finish the steps by closing 

the wallet. 

 

 
 

21. Click on the icon, Step_2j–

Query_Restored_Table_and_Close_Wallet_Output.out file in the 

folder to review the output of the previously executed script.  Notice 

that the SALES1.SALES table has been restored properly. 

 

 
 

SQL> select count(*) from sales1.sales; 
 
  COUNT(*) 
---------- 
    918843 
 
SQL> drop directory exp_dir; 
 
Directory dropped. 
 
SQL> alter system set encryption wallet close identified by "abcdefg12#"; 
 
System altered. 
 
SQL> exit; 
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Combining Encryption and Advanced Compression 

Oracle Recovery Manager (RMAN) provides a comprehensive foundation for 

efficiently backing up and recovering the Oracle database. It is designed to 

work intimately with the server, providing block-level corruption detection 

during backup and restore. Both encryption from the Advanced Security 

Option and compression from the Advanced Compression option can be used 

in RMAN together. In this lab section, we demonstrate the use of encryption. 

 

This is an optional lab and does require some additional time (approx. 30 

minutes) to complete.  This is due to the fact that the lab exercise completes a 

full database backup. 

 

22. Click on the folder 3 – Encrypt RMAN Backups (Optional).   

 

 
 

23. Click on the icon, Step 3a – Turn on Archivelog.sh.  In this step, we are 

putting the database in ARCHIVELOG mode necessary for RMAN.   
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24. Click on the icon, Step_3a–Setup_Database_for_Archivelog.out file in 

the folder to review the output of the previously executed script.   

 

 
 
SQL> shutdown immediate; 
Database closed. 
Database dismounted. 
ORACLE instance shut down. 
SQL> startup mount; 
ORACLE instance started. 
 
Total System Global Area  418484224 bytes 
Fixed Size                  1336932 bytes 
Variable Size             343935388 bytes 
Database Buffers           67108864 bytes 
Redo Buffers                6103040 bytes 
Database mounted. 
SQL> alter database archivelog; 
 
Database altered. 
 
SQL> alter database open; 
 
Database altered. 
 
SQL> exit; 
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25. Click on the icon, Step 3b – Open Wallet to Perform RMAN 

Backups.sh.  In this step, we are opening up the encryption wallet in 

preparation of performing the encrypted RMAN backup.   

 

 
 

26. Click on the icon, Step_3b–

Open_Wallet_in_preparation_for_RMAN.out file in the folder to 

review the output of the previously executed script. 

 

 
 

SQL> alter system set encryption wallet open identified by "abcdefg12#"; 
 
System altered. 
 
SQL> set echo off 
SQL> exit; 
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27. Click on the icon, Step 3c – Perform Encrypted RMAN Backup.sh.  In 

this step, we are executing the RMAN backup using the option: 

 
set encryption on; 

 

 
 

 

Click on the icon compression_with_encryption.rman to view the 

RMAN script being executed. 

 
connect target / 
set encryption on; 
show all; 
run { 
allocate channel t1 type disk format 

'/u01/oracle/RMAN_backups/high_compression_with_encryption_%d_set%s_piece%p_cop
y%c_%T%U'; 

backup as COMPRESSED BACKUPSET database plus archivelog; 
release channel t1;} 

 

28. Click on the icon, Step_3c–Perform_RMAN_with_Encryption.log file 

in the folder to review the output of the previously executed script.  

The output below is abbreviated.  View the contents in the file for the 

complete log output.  You will notice the command CONFIGURE 

ENCRYPTION FOR DATABASE OFF;.  If set to ON, all RMAN backup 

sets created by this database will use transparent encryption by 

default.  You will also notice that we are using the default 'AES128' 

algorithm for encryption.  This can be changed by using the command 

CONFIGURE ENCRYPTION ALGORITHM TO 'AES256'; 
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Recovery Manager: Release 11.2.0.1.0 - Production on Tue Jul 6 20:33:49 2010 
 
Copyright (c) 1982, 2009, Oracle and/or its affiliates.  All rights reserved. 
 
RMAN> connect target * 
2> set encryption on; 
3> show all; 
4> run { 
5> allocate channel t1 type disk format 
'/u01/oracle/RMAN_backups/high_compression_with_encryption_%d_set%s_piece%p_cop
y%c_%T%U'; 
6> backup as COMPRESSED BACKUPSET database plus archivelog; 
7> release channel t1;} 
8> 
9> 
connected to target database: DB04 (DBID=1521570465) 
 
executing command: SET encryption 
using target database control file instead of recovery catalog 
 
RMAN configuration parameters for database with db_unique_name DB04 are: 
CONFIGURE RETENTION POLICY TO REDUNDANCY 1; # default 
CONFIGURE BACKUP OPTIMIZATION OFF; # default 
CONFIGURE DEFAULT DEVICE TYPE TO DISK; # default 
CONFIGURE CONTROLFILE AUTOBACKUP OFF; # default 
CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE DISK TO '%F'; # default 
CONFIGURE DEVICE TYPE DISK PARALLELISM 1 BACKUP TYPE TO BACKUPSET; # default 
CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default 
CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default 
CONFIGURE MAXSETSIZE TO UNLIMITED; # default 
CONFIGURE ENCRYPTION FOR DATABASE OFF; # default 
CONFIGURE ENCRYPTION ALGORITHM 'AES128'; # default 
CONFIGURE COMPRESSION ALGORITHM 'BASIC' AS OF RELEASE 'DEFAULT' OPTIMIZE FOR 
LOAD TRUE ; # default 
CONFIGURE ARCHIVELOG DELETION POLICY TO NONE; # default 
CONFIGURE SNAPSHOT CONTROLFILE NAME TO 
'/u01/oracle/product/11.2.0/dbhome_1/dbs/snapcf_db04.f'; # default 
 
allocated channel: t1 
channel t1: SID=21 device type=DISK 
 
 
Starting backup at 06-JUL-10 
current log archived 
channel t1: starting compressed archived log backup set 
channel t1: specifying archived log(s) in backup set 
input archived log thread=1 sequence=117 RECID=1 STAMP=722567731 
. 
. 
input archived log thread=1 sequence=147 RECID=31 STAMP=723674038 
channel t1: starting piece 1 at 06-JUL-10 
channel t1: finished piece 1 at 06-JUL-10 
piece 
handle=/u01/oracle/RMAN_backups/high_compression_with_encryption_DB04_set39_pie
ce1_copy1_2010070617li4otn_1_1 tag=TAG20100706T203358 comment=NONE 
channel t1: backup set complete, elapsed time: 00:01:55 
Finished backup at 06-JUL-10 
 
Starting backup at 06-JUL-10 
channel t1: starting compressed full datafile backup set 
channel t1: specifying datafile(s) in backup set 
input datafile file number=00007 name=/u01/oracle/oradata/db04/ilm_demo.f 
input datafile file number=00021 name=/u01/oracle/oradata/db04/ilmdemo_14.f 
input datafile file number=00001 name=/u01/oracle/oradata/db04/system01.dbf 
input datafile file number=00002 name=/u01/oracle/oradata/db04/sysaux01.dbf 
input datafile file number=00030 name=/u01/oracle/oradata/db04/soeindex.dbf 
input datafile file number=00004 name=/u01/oracle/oradata/db04/users01.dbf 
input datafile file number=00008 name=/u01/oracle/oradata/db04/ilmdemo_1.f 
input datafile file number=00029 name=/u01/oracle/oradata/db04/soe.dbf 
input datafile file number=00003 name=/u01/oracle/oradata/db04/undotbs01.dbf 
input datafile file number=00005 name=/u01/oracle/oradata/db04/example01.dbf 
input datafile file number=00034 name=/u01/oracle/oradata/db04/ex_11g_ts.dbf 
input datafile file number=00035 
name=/u01/oracle/oradata/db04/ex_11g_enc_ts.dbf 
input datafile file number=00036 
name=/u01/oracle/oradata/db04/ex_11g_comp_ts.dbf 
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input datafile file number=00037 
name=/u01/oracle/oradata/db04/ex_11g_enc_comp_ts.dbf 
input datafile file number=00006 
name=/u01/oracle/oradata/db04/ILM_ASSISTANT.dbf 
input datafile file number=00033 
name=/u01/oracle/oradata/db04/example_11g_enc.dbf 
input datafile file number=00009 name=/u01/oracle/oradata/db04/ilmdemo_2.f 
. 
. 
input datafile file number=00022 name=/u01/oracle/oradata/db04/ilmdemo_15.f 
input datafile file number=00023 
name=/u01/oracle/oradata/db04/ilmdemo_snapc_16.f 
input datafile file number=00024 
name=/u01/oracle/oradata/db04/ilmdemo_snapc_17.f 
input datafile file number=00025 
name=/u01/oracle/oradata/db04/ilmdemo_snape_18.f 
input datafile file number=00026 
name=/u01/oracle/oradata/db04/ilmdemo_snape_19.f 
input datafile file number=00027 
name=/u01/oracle/oradata/db04/ilmdemo_maid_20.f 
input datafile file number=00028 
name=/u01/oracle/oradata/db04/ilmdemo_maid_21.f 
input datafile file number=00031 name=/u01/oracle/oradata/db04/banking02.dbf 
input datafile file number=00032 name=/u01/oracle/oradata/db04/banking01.dbf 
channel t1: starting piece 1 at 06-JUL-10 
channel t1: finished piece 1 at 06-JUL-10 
piece 
handle=/u01/oracle/RMAN_backups/high_compression_with_encryption_DB04_set40_pie
ce1_copy1_2010070618li4p1b_1_1 tag=TAG20100706T203555 comment=NONE 
channel t1: backup set complete, elapsed time: 00:08:25 
channel t1: starting compressed full datafile backup set 
channel t1: specifying datafile(s) in backup set 
including current control file in backup set 
including current SPFILE in backup set 
channel t1: starting piece 1 at 06-JUL-10 
channel t1: finished piece 1 at 06-JUL-10 
piece 
handle=/u01/oracle/RMAN_backups/high_compression_with_encryption_DB04_set41_pie
ce1_copy1_2010070619li4ph5_1_1 tag=TAG20100706T203555 comment=NONE 
channel t1: backup set complete, elapsed time: 00:00:01 
Finished backup at 06-JUL-10 
 
Starting backup at 06-JUL-10 
current log archived 
channel t1: starting compressed archived log backup set 
channel t1: specifying archived log(s) in backup set 
input archived log thread=1 sequence=148 RECID=32 STAMP=723674663 
channel t1: starting piece 1 at 06-JUL-10 
channel t1: finished piece 1 at 06-JUL-10 
piece 
handle=/u01/oracle/RMAN_backups/high_compression_with_encryption_DB04_set42_pie
ce1_copy1_201007061ali4ph8_1_1 tag=TAG20100706T204424 comment=NONE 
channel t1: backup set complete, elapsed time: 00:00:01 
Finished backup at 06-JUL-10 
 
released channel: t1 
 
Recovery Manager complete. 
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29. Click on the icon, Step 3d – Close Wallet.sh.  In this step, we are 

closing the encryption wallet with the familiar command, alter 
system set encryption wallet close identified 

by "abcdefg12#";.   

 

 
 

30. Click on the icon, Step 3e – Shutdown_and_Mount_Database.sh.  In 

this step, we shut down and mount the database so we can properly 

attempt to restore it.   
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31. Click on the icon, Step_3e–Shutdown_and_Mount_Database.out file 

in the folder to review the output of the previously executed script.  

 

 
 
SQL> shutdown immediate; 
Database closed. 
Database dismounted. 
ORACLE instance shut down. 
SQL> startup mount; 
ORACLE instance started. 
 
Total System Global Area  418484224 bytes 
Fixed Size                  1336932 bytes 
Variable Size             352323996 bytes 
Database Buffers           58720256 bytes 
Redo Buffers                6103040 bytes 
Database mounted. 
SQL> alter database noarchivelog; 
 
Database altered. 
 
SQL> exit; 

 

32. Click on the icon, Step 3f – Attempt to Restore from RMAN.sh.  In this 

step, we are attempting to restore the database using the highlighted 

script.   

 

 
 

  



 

 

-52-

Click on the icon restore_with_encryption.rman to view the RMAN 

script being executed. 

 
connect target / 
run { 
restore database; 
recover database;} 

 

33. Click on the icon, Step_3f–

Attempt_to_Restore_RMAN_with_Encryption.log file in the folder to 

review the output of the previously executed script.   As expected, 

you will see the operation failed.  Similar to the Data Pump import 

example, without the proper encryption wallet used to encrypt during 

the RMAN process and that the matching encryption wallet open, the 

process will raise an error and fail.  Again, we wanted to illustrate that 

if an encrypted RMAN backup finds itself in the wrong hands or on a 

lost backup tape, without the proper encryption wallet, the contents 

of that RMAN backup are rendered useless—protecting the sensitive 

information inside. 

 

 
 

Recovery Manager: Release 11.2.0.1.0 - Production on Tue Jul 6 21:02:18 2010 
 
Copyright (c) 1982, 2009, Oracle and/or its affiliates.  All rights reserved. 
 
RMAN> connect target * 
2> run { 
3> restore database; 
4> recover database;} 
5> 
6> 
connected to target database: DB04 (DBID=1521570465, not open) 
 
Starting restore at 06-JUL-10 
using target database control file instead of recovery catalog 
allocated channel: ORA_DISK_1 
channel ORA_DISK_1: SID=133 device type=DISK 
 
channel ORA_DISK_1: starting datafile backup set restore 
channel ORA_DISK_1: specifying datafile(s) to restore from backup set 
channel ORA_DISK_1: restoring datafile 00001 to 
/u01/oracle/oradata/db04/system01.dbf 
. 
. 
. 
channel ORA_DISK_1: reading from backup piece 
/u01/oracle/RMAN_backups/high_compression_with_encryption_DB04_set40_piece1_cop
y1_2010070618li4p1b_1_1 
RMAN-00571: =========================================================== 
RMAN-00569: =============== ERROR MESSAGE STACK FOLLOWS =============== 
RMAN-00571: =========================================================== 
RMAN-03002: failure of restore command at 07/06/2010 21:02:22 
ORA-19870: error while restoring backup piece 
/u01/oracle/RMAN_backups/high_compression_with_encryption_DB04_set40_piece1_cop
y1_2010070618li4p1b_1_1 
ORA-19913: unable to decrypt backup 
ORA-28365: wallet is not open 
 
Recovery Manager complete. 
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34. Click on the icon, Step 3g – Open Wallet.sh.  In this step, we are 

opening the encryption wallet with the familiar command, alter 
system set encryption wallet open identified by 

"abcdefg12#";.   

 

 
 

35. Click on the icon, Step 3h – Restore from RMAN with Encryption.sh.  

Now that the encryption wallet is open, we can now successfully 

restore the database.   
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36. Click on the icon, Step_3h–

Restore_from_RMAN_with_Encryption.log file in the folder to review 

the output of the previously executed script.   As expected, with the 

correct encryption wallet file open and open, the RMAN process with 

successfully complete as expected. 

 

 
 
Recovery Manager: Release 11.2.0.1.0 - Production on Tue Jul 6 21:10:09 2010 
 
Copyright (c) 1982, 2009, Oracle and/or its affiliates.  All rights reserved. 
 
RMAN> connect target * 
2> run { 
3> restore database; 
4> recover database;} 
5> 
6> 
connected to target database: DB04 (DBID=1521570465, not open) 
 
Starting restore at 06-JUL-10 
using target database control file instead of recovery catalog 
allocated channel: ORA_DISK_1 
channel ORA_DISK_1: SID=125 device type=DISK 
 
channel ORA_DISK_1: starting datafile backup set restore 
channel ORA_DISK_1: specifying datafile(s) to restore from backup set 
channel ORA_DISK_1: restoring datafile 00001 to 

/u01/oracle/oradata/db04/system01.dbf 
. 
. 
. 
channel ORA_DISK_1: restoring datafile 00037 to 

/u01/oracle/oradata/db04/ex_11g_enc_comp_ts.dbf 
channel ORA_DISK_1: reading from backup piece 

/u01/oracle/RMAN_backups/high_compression_with_encryption_DB04_set40_piece1_copy1_2010
070618li4p1b_1_1 

channel ORA_DISK_1: piece 
handle=/u01/oracle/RMAN_backups/high_compression_with_encryption_DB04_set40_piece1_cop
y1_2010070618li4p1b_1_1 tag=TAG20100706T203555 

channel ORA_DISK_1: restored backup piece 1 
channel ORA_DISK_1: restore complete, elapsed time: 00:14:20 
Finished restore at 06-JUL-10 
 
Starting recover at 06-JUL-10 
using channel ORA_DISK_1 
 
starting media recovery 
 
archived log for thread 1 with sequence 148 is already on disk as file 

/u01/oracle/flash_recovery_area/DB04/archivelog/2010_07_06/o1_mf_1_148_6375f7r4_.arc 
archived log for thread 1 with sequence 149 is already on disk as file 

/u01/oracle/oradata/db04/redo02.log 
archived log file 

name=/u01/oracle/flash_recovery_area/DB04/archivelog/2010_07_06/o1_mf_1_148_6375f7r4_.
arc thread=1 sequence=148 

archived log file name=/u01/oracle/oradata/db04/redo02.log thread=1 
sequence=149 

media recovery complete, elapsed time: 00:00:03 
Finished recover at 06-JUL-10 
 
Recovery Manager complete. 
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37. Click on the icon, Step 3i – Open_Databases.sh.  In this step, we are 

opening the database using the resetlogs option.   

 

 
 

38. Click on the icon, Step_3i–Open_Database.out file in the folder to 

review the output of the previously executed script.  

 

 
 
SQL> alter database open resetlogs; 
 
Database altered. 
 
SQL> exit;  
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D. Additional Steps 

 

1. None 

 

E. Summary 

1. In this lab, you completed the following: 

a. Demonstrated the usage and expected characteristics of 

combining Tablespace Encryption within the Advanced Security 

Option and Advanced Compression.   

b. Encrypted Data Pump archives using encryption from the 

Advanced Security Option to further protect information in 

created archives. 

c. Encrypted RMAN using encryption from the Advanced Security 

Option to further protect information in created backups. 

 

2. Additional Information 

a. For more information, see: 

i. http://www.oracle.com/technology/products/database/

utilities/index.html 

ii. http://www.oracle.com/technology/deploy/availability/h

tdocs/RMAN_Overview.htm  
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AMAZON EC2 - Summary of Accounts and Passwords 
 

 

IMAGE NAME AND IP ADDRESS: 

 

dbsecurity.oracle.com 
 

IMAGE OPERATING SYSTEM ACCOUNTS: 

 
oracle/g0Oracle12# 
 
root/g0Oracle12# 
 
 
11g ACCOUNTS (databases DB01, DB02,DB03,DB04,DB05,DB06): 

 
sysman/oracle1 
sys/oracle1 
system/oracle1 
 
(where applicable) 
dvowner/oracle12# 
dvacctmgr/oracle12# 
 
 
GRID CONTROL ACCOUNTS: 

 
sysman/oracle1 

 


